Abstract-Cloud computing is a flexible, cost-effective and proven delivery platform for providing business or consumer IT services over the Internet. The cloud computing technology is especially suitable for handling series of problems in smart grid. However, the development of cloud computing technology is currently at its infancy, especially with many security issues to be addressed. In this paper, we first present the overall architecture of cloud computing applications in smart grid. After that, we analyze some security risks that cannot be avoided in the private cloud environment. Finally, we propose a unified security protection system framework and give some practicable security protection suggestions.
INTRODUCTION
With the continuous development of strong smart grid technology, the future data and information in power system will show explosive growth, which will undoubtedly bring huge challenges for the running and advanced analysis of the system [1] . How to promote internal information aggregating and sharing among the State Grid headquarters and provincial companies and other organizations, and achieve unified configuration, precision management and multi-task concurrent computing so as to realize the conversion to service mode is a primary problem to be solved.
Cloud computing has recently emerged as a new paradigm for hosting and delivering services over the Internet [2, 3] . Cloud computing could aggregate originally distributed resources together, and then provided as a service to the audience to achieve the group operation, intensive development, lean managements and standardized construction. How to promote internal aggregation and sharing of the State Grid Corporation headquarters and network companies, provincial companies and other organizations, unified configuration, precision management, teamwork, multi-task concurrent computing, data and application service mode conversion company information the problem to be solved [4, 5] .
Therefore, the characteristics of the company's business applications are very much in line with the cloud computing service models and technology models. Adoption of cloud computing can be achieved not only the company's centralized data storage and sharing, and ultimately data mining, business intelligence, decision support analysis, the coordinated development of the business of production, can also help the company to convert the data services to enhance the value of services, information fusion.
Cloud computing is attractive to business owners as it eliminates the requirement for users to plan ahead for provisioning, and allows enterprises to start from the small and increase resources only when there is a rise in service demand. However, these new technologies also bring new information security issues [6, 7] . Through the constructing of the power system secure cloud computing platform, we can effectively integrate the existing computing resources to provide powerful computing and storage capacity to support a variety of analytical computing tasks.
This paper is organized as follows: section II introduces the application architecture of cloud computing in smart grid. Section III discusses security threats present in the cloud computing environment. Section IV presents a proposed secure architecture for cloud implementation based on our experience of implementing a cloud. Finally, section V gives the conclusion and possible future work.
II. APPLICATION ARCHITECTURE OF CLOUD COMPUTING IN SMART GRID
Without a doubt, the strong smart grid represents the future development direction of state grid. The construction of the strong smart grid is not just the traditional power grid upgrade and renovation of facilities, but a deeper, more comprehensive grid operation and business model upgrades. Fig. 1 shows the cloud computing applications overall architecture in strong smart grid.
The electricity infrastructure resources were pooled by virtualization technology and the infrastructure facilities were unified managed through IaaS. In accordance with the needs of the business system, the resources were dynamically assigned to the business system. Simultaneously, the PaaS support management platform abstracts and summarizes the common needs of the IT support system to form certain service capabilities, and provide these capabilities to business systems as API.
A. Basic Resources Layer
This layer is mainly the cloud computing physical and logical devices, including management tools, middleware, database, and virtual resources. A large number of physical devices in cloud computing were distributed in different geographical locations. The internal WAN of power system connects all of these devices. 
B. Comprehensive Management Layer
This layer through the integrated power management platform, based on virtualization and distributed software and hardware architecture, tries to integrate various management modules (such as security management module, billing management module, and self-service management module) at the same time without loss of flexibility.
C. Application Management Layer
This layer provides a wealth of innovative features for grid enterprise and simplifies the IT processes for users. The cloud computing in strong smart grid includes a wide variety of applications. It contains some standard applications, such as e-mail services, OA system, simultaneously also contains lots of custom service applications, such as the power interactive marketing, CRM, and ERP. Furthermore, it contains some advanced applications, such as smart grid cloud computing search engine, power scheduling, and decision analysis.
D. Application Presentation Layer
This layer provides a useful interface for power cloud computing users. It delivers a collection of various services, and was required to be able to coordinately complete these application functionalities.
III. SECURITY RISKS OF CLOUD COMPUTING IN SMART GRID According to industry characteristics of Grid Corporation, the cloud computing construction will give priority to private cloud. The private cloud is usually constructed for sole client; consequently it can provide the most effective control to data, security and quality of service.
In case the construction of cloud computing in Grid Corporation starts from local or private cloud, the security issues can be reduced to some extent because the private cloud access is strictly regulated and the majority of the entire process stage is effectively covered by traditional security means. However, there are some security risks that cannot be avoided in the private cloud environment.
A. Security Construction Strategy Risk
During the period of "Eleventh Five-Year Plan", by means of the SG 186 engineering implementation, the multi-layered information security layout was established in
B. Business Outsourcing Service Risk
Therefore, those possible outsourcing services security risks should be fully assessed in the course of constructing a private cloud platform. Appropriate control measures must be developed to ensure the level of quality and security requirements of the developing tasks and to reduce those outsourcing services security risk.
C. Virtualization Security Risk
No matter public cloud or private cloud, virtualization is a core technology of cloud computing field. Those virtualization products are also indispensable to the constructing and deploying of cloud computing platform.
The virtualization technology introduced two issues to the field of information security: on the one hand, virtualization technology improves the level of security of the traditional computing environment to some extent; on the other hand, some features of the virtualization technology bring new security challenges to traditional information security.
Among all security risks faced by the private cloud environments, the virtualization security is one of the biggest security risk differences with the traditional information security. Therefore, the advantages and disadvantages and the level of security of various types of virtualization technologies and products should be fully assessed before the constructing and deploying of Grid Corporation private cloud. Those mature technology solutions and related products should be chosen to reduce the virtualization security risk.
D. Important Data Leakage Risk
Similar to the public cloud, private cloud environments is also facing the risk of leakage of important business data. The important business data leakage in the private cloud environments occurs mainly at two places: First, the static data leakage risk; Second，the dynamic data leakage risk.
The so-called static data is that stored in the data center, cloud application memory and the terminal memory environment. These data can easily be accessed by the nonauthorized user and lead to leakage problems. The so-called dynamic data is that in the transmission process in private cloud environments. The dynamic data also can leak by means of user account hijacking and network channel monitoring. Therefore, when the important business data migrates to a private cloud platform, both static data and dynamic data will face the leaking and tampering security risks.
E. Business Continuity Risk
At present, State Grid has completed the building of three disaster recovery center. A large number of business data was stored in these data centers. In the future, State Grid will achieve the goal of application-level disaster recovery. These measures greatly increase the availability of existing business data and applications, but they still cannot guarantee the permanent availability of business data and applications.
In the same way, the future private cloud environments will face the same business continuity considerations. When the important data was transferred to private cloud environments, how to ensure the private cloud environments continuously provides data access and applications running services is a major security risk.
F. Malicious Behavior Tracking Risk
Various types of security incidents are inevitable after the private cloud platform was established. So, how to analyze these security incidents and track the path of malicious behavior in order to discover the private cloud environments security threats and confirm the incidents responsibilities.
As previously mentioned, the private cloud is ultralarge-scale distributed network environments, which contains a large number of physical infrastructure, host system and business applications. In these environments, the traditional means of tracking malicious behavior may no longer meet the needs of the private cloud. Therefore, the tracking of malicious behavior in ultra-large-scale network and application system is another security risk. If this is not well handled, the tracking problem of security incidents will necessarily occur.
IV. CLOUD COMPUTING SECURITY SCHEME FOR STRONG SMART GRID
On the whole, to achieve the cloud computing security in strong smart grid, as shown in Fig. 2 , at least five multilevel challenges need to be addressed: security standards, security technology, security assessment, security management and security legal construction. 
1) Cloud computing security standards system
The establishing of safety guiding criteria and evaluation system is an important pillar of the cloud computing security. Cloud computing security standards is an important criterion to measure the cloud computing secure service capabilities of service provides whether in line with the user security objectives. Moreover, it also is the major reference of security service provides to build security services.
2) Cloud computing security technology framework
The current cloud computing platform at all levels (such as the network layer, host layer and the Web application layer) exists diverse security threat. However, these common security issues have been adequate research in the field of information security, and have lots of mature product. Cloud computing security research needs to focus on analyzing and resolving those challenges of data security and privacy protection that posed by the cloud computing service model, virtualized dynamic management mode and multi-tenant shared operating model.
3) Cloud computing security management framework
Cloud computing is a double-edged sword. Generally speaking, security management framework includes user identity management, access control management, encryption key management, security event management, et al. Only by fully understanding their business model and features, carefully designing the security regulatory requirements, and establishing comprehensive and sophisticated management system, we can effectively take advantage of the advantages of cloud computing.
4) Cloud computing security governance framework
Cloud security governance includes five key control entries: governance and enterprise risk management, legal and electronic evidence discovery, compliance and audit, information life cycle management, portability and interoperability.
V. CONCLUSIONS AND FUTURE WORK
With the gradually strengthening of the power system interconnection and the continuous development of the longdistance transmission system, the ultra-large-scale power systems that can cover a wide area are emerging. As the constant expansion of the power system and the growing complexity of the system structure, the security assessment, security and economic operation, system control become more and more difficult. The rise of cloud computing is rapidly changing the landscape of information technology, and ultimately turning the long-held promise of utility computing into a reality. The constructing of cloud-based core computing platform of power system can effectively solve the important challenges of the future power system encountered in computing and information processing.
To construct the secure core computing platform in strong smart grid, we propose a detailed unified security protection system framework of power cloud computing. At last, we also give some practicable security protection suggestions. However, the construction of secure computing platform is a very complex problem in practice. Many security issues must be seriously premeditated. In the future, the development of a cloud computing security protection system prototype will promote relational research to deal with above-mentioned problems.
